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The Smart Grid is the future of power distribution. It gives us substation or power station Is the server, and each user Is a client. It
the ability to make and conserve power and utilize the growing (&) WestPemnponer e e runs over a ring topology as depicted below.
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..know when you are — | you have watched. (4] West Penn Power =[@] % | The blue ring computes the average with the encryption function
COOKINg. ~, ¢ Fwhich based on either the Paillier encryption scheme or random
number arithmetic. If the average consumption exceeds Cax Of
does not reach Cmin, then the sub-station uses the network depict-
— ed below to compare each consumption individually using the al-
I have the ability to.... e gorithm described below, as represented by Y(Kw/h) in the graph.
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Problem: Allow the users of the Smart grid to keep their usage data Lo
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private while allowing the power companies to monitor the grid

effectively and to bill the users properly.
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 Step 1. Bob (room) picks a random #-bit integer called x (Alice (controller) will later use a n/2 bit prime,
so the length of the integer is important). Bob first calculates ¢ as the RSA encipherment of x using Alice’s
public key.

 Step 2. Bob transmits ¢ — b + 1 to Alice.
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Solution: Implement a zero-knowledge data sharing environment.
In a zero-knowledge environment, all participants can compare

and Compute any usage data almong themselves without glVIﬂg | —— * Step 3. Alice generates a series of numbers y,, y,, ... ., y; such that y, is the RSA decipherment
individual data inf . | " (using her private key) of ¢ — b + i.
Individual data information away' * Step 4. Alice now generates a random »/2 bit length prime p. Alice then generates z,, z,, . . ., zZ
- by calculating z; =y, mod p. Note that p must be chosen so that all the z; differ by at least 2.
I m p I e m e ntatl O n * Step 5. Alice now transmits the prime p to Bob, and then sends & numbers .. The first few u; are
— T U; =2;, Uy =Zy, ..., u, =z, With a being Alice’s worth in millions. Then Alice adds 1 to all the remaining
There are two parts to the implementation: [~ |5 &&#& .. Sy e k= a values u; to be sent and sends u, +1 =z, +1+1, ... =z + 1
P P :?E —— e e e T — Time! 1260 | * Step 6. Bob receivespand u, . . ., u. He computes g = x mod p. If the u, =g then Alice is equal or
’ el e s:,fgu Awirgnmeug;ife, Awesomeie PA 1561 greater in wealth (a >b). If the u, # g then Bob is wealthier than Alice (a<b).
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| =2 H @ ||*=° _ o on [  Allow the consumer to bid for power, and allow the power com-
_ o ~ The Houses | A Voriabies | ' a | Consumptionv.Time [ panies to offer prices to the consumer.
The goal of the implementation Is to monitor the power _PAEs VAN . « Allow each house to provide energy for itself through solar
consumption of each house. Without knowing the actual consump- ; panels, and other forms of renewable energy which could result in
tions of individual houses’, the sub-station computes the average en _cosw) " L LI power being sold back to the companies.
consumption based on the usage of the appliances in each house. ~ = » Make the application more interactive to simulate real users.



