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Abstract—Ensuring high availability for applications despite
unpredictable cloud component failure events is a well-known
problem in managing cloud infrastructure. One proposed solution
uses a VM redundancy approach, reserving cloud resources for
backup VMs that can substitute for primary ones in case of a
failure event. However, this solution decreases the cloud resource
utilization, since the backup resources usually remain idle. In this
paper, we propose ECHO, a cloud resource management system
that overbooks these backup VMs by optimizing the overbooking
rate tradeoff between maximizing the cloud resource utilization,
and thus maximizing the cloud provider’s revenue; and improving application availability, thus satisfying users. Specifically,
ECHO first obtains the optimal overbooking rate required to
achieve a cloud provider’s desired resource utilization level. It
then computes the optimal (required) number of backup VMs
that are required to maintain a given application availability level.
Our extensive experimental and simulation results show that
using ECHO can increase the number of accepted applications
with satisfied availability by about 30%, while increasing the
defined resource utilization at the same time.

I. I NTRODUCTION
Providing high availability for cloud services despite unpredictable failures is one of the most important challenges of
cloud computing [1]: downtime on cloud-hosted applications
due to these failures can lead to significant revenue losses and
customer dissatisfaction, and may discourage businesses from
utilizing cloud infrastructure [2]. Many research studies [1],
[3]–[7] and commercial solutions [8], [9] have tackled this
problem. An often-proposed solution is to use replication,
or redundancy, in the virtual machines (VMs) provisioned
for a given application, thus offering an application seamless
recovery after a failure. With this approach, application VMs
are divided into two groups: primary VMs1 actively run to
provide the required services, and backup VMs take over from
a primary VM when it fails. Yet this approach harms cloud
resource utilization: backup VMs can waste limited cloud
resources, as they are mostly idle during normal operation.
We solve this problem by overbooking backup VMs.
Replication-based solutions can utilize different types of
backup VMs based on their state synchronization level, including Hot, Warm, and Cold backups [6]. These can be further
divided into dedicated backups, which can only replace their
own primary VM, and shared backups, where any backup
1 Primary/backup

VMs are also known as active/standby VMs, respectively.

instance can replace any primary VM of that application2 .
We consider a stateful system that uses updated Hot shared
backup VMs. Thus, each application’s backup VMs only need
to synchronize their states with the primary VMs of that
application. When not activated, they will then only require a
portion of the resources (CPU or memory) used by a primary
VM. Thus, we can use backup VM overbooking, in which
many backup VMs of different applications share the resources
of a single host, in order to increase cloud resource utilization.
Overbooking can indeed improve cloud resource utilization,
which benefits a cloud provider’s revenue. However, too much
overbooking may decrease application availability, which hurts
cloud tenants’ quality of experience (QoE). For instance, the
application availability will decrease if two backup VMs on
the same host need to be activated at the same time, while the
available resources are sufficient for only one activated backup.
Realizing backup VM overbooking as a practical solution [10]
thus requires us to navigate this tradeoff, which involves two
variables: the overbooking rate, and the number of backup
VMs for each application. We find the optimal overbooking
rate to achieve a cloud provider’s desired resource utilization
threshold, thus protecting the provider revenue. And we quantify the optimal number of backup VMs for each application
to guarantee a user-specified application availability, ensuring
each cloud tenant’s QoE (cf. Fig. 2).
Heterogeneous application requests and correlated failures
in the cloud hierarchy make finding the right overbooking rate
and number of backup VMs challenging. Since applications
with different numbers of primary VMs and different requested
availability may need to activate their co-placed backup VMs
simultaneously, application availability is hard to compute.
In this paper, we propose ECHO (Efficient Clouds with
High availability through Overbooking), a cloud resource
management system that optimally overbooks backup VMs
by considering both the cloud provider’s desired resource
utilization and each tenant’s application availability. It accepts
application requests including metadata expressing their required numbers of primary VMs and application availability.
It then decides the number of backup VMs in order to provide
that application’s required availability. While ECHO currently
2 Note that each application has its own primary and backup VMs, and in
the shared backup VM case, any backup VM of a specific application can
take over any primary VM of that application.
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II. S YSTEM OVERVIEW AND ECHO DESIGN
In this section, we provide an overview of the considered
scenario in this paper and ECHO’s design. We consider a common datacenter system, where cloud providers provide computing infrastructure as a service (IaaS) for the cloud tenant’s
requested applications over time. The datacenter system has
a hierarchical infrastructure, with physical servers distributed
across datacenters. Figure 1 shows an example hierarchy, with
servers grouped into datacenter racks. Fail-stop failure events,
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Fig. 1: Resource hierarchy in the datacenter infrastructure.
Failures propagate from datacenters to racks to servers.
takes cloud resources to be CPU cores, it can be applied to
other types of resources, e.g., memory.
Our contributions in this paper include:
• We propose ECHO, a cloud resource management system
that optimally overbooks backup resources to increase the
cloud resource utilization of an n+k application, i.e., one
with n active and k backup VMs (Section II).
• To build ECHO, we first study the tradeoff between cloud
resource utilization and application availability. We obtain
the optimal overbooking rate that maximizes application
availability, while satisfying a cloud provider’s desired
utilization level (Section III).
• We then consider ECHO from the cloud tenant’s perspective of ensuring a given application availability. We
provide an algorithm to find the required number of
backup VMs to achieve a given application availability in
the hierarchical datacenter structure, given the provider’s
overbooking rate (Section IV).
• In deriving the right number of backup VMs that tenants
should specify, we provide the first analytical framework
to evaluate application availability, considering correlated
component failures in typical datacenters (Section IV-A).
• We have used both experiments and simulations to evaluate the performance of ECHO. Our results confirm
that ECHO can increase the number of accepted applications with satisfied availability by about 30%, and
increase the defined resource utilization at the same
time. These results validate that our algorithm realizes
significant performance improvement and can scale to run
in realistically-sized clouds (Section V).
We emphasize that ECHO may be used with any existing
VM placement algorithm (e.g., [10]). Finding the optimal
placement scheme complements our work on the optimal
overbooking scheme, and is out of the scope of this paper.
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Fig. 2: ECHO design.
e.g., power failures, hardware failure, etc., can occur at each
level, and failures propagate downwards to lower levels. For
example, when a datacenter failure event happens, all of this
datacenter’s racks (and all of the racks’ servers) are unavailable
until the failure is repaired. To differentiate the failures at
each level, we define MTBFDC , MTBFR , and MTBFS as the
mean times between failures at the datacenter, rack, and server
levels, respectively. Higher levels have rarer failure events and
higher MTBFs. The mean time to repair a failure is defined as
MTTR. We formally define the status of each cloud component
as either “working” or “failed”. Each primary VM needs one
dedicated CPU, and each backup VM needs 1/α fraction of
the server’s CPU, i.e., α number of backup VMs can share one
CPU: in the absence of failures, backup VMs only need to sync
state, using much fewer resources than fully running primary
VMs. We call α the overbooking rate, which our proposed
system ECHO computes to satisfy the cloud provider’s desired
resource utilization.
Figure 2 shows ECHO’s design. ECHO is a cloud management system for the cloud provider and collects cloud
statistics (e.g., different cloud components’ failure/recovery
rates) periodically. It takes these cloud statistics and the cloud
provider’s desired resource utilization as inputs to find the
optimal overbooking rate of backup VMs (Section III). ECHO
then takes each application’s metadata (including the number
of its primary VMs and a required application availability3 )
along with the cloud statistics to determine the number of
backup VMs needed for this application (Section IV). Each
primary/backup VM is then placed on a physical server.
III. ECHO FOR THE CLOUD PROVIDER
In this section, we will explain how ECHO finds the
required optimal overbooking rate (α∗ ) for the cloud provider’s
desired resource utilization. In order to find the optimal
overbooking rate, we note that a higher value of α means
more backup VMs packed in one CPU, and thus higher
resource utilization. However, hosting more backup VMs in
one server will hurt the application availability, requiring more
backup VMs per application and leading to fewer applications
3 We

formally define application availability in Section IV-A.

accepted to the cloud. To quantify this tradeoff, we formally
define the resource utilization U :
Definition 1. The resource utilization of the cloud is the
average number of VMs per CPU core on its servers. For
n number of primary and k backup VMs, the cloud resource
utilization is U (k) = ((C−1)α+1)(n+k)
((C−1)α+1)n+Ck .
Because the exact resource utilization depends on the number of primary and backup VMs of different applications (n
and k respectively), and since U (k) is increasing in k, here
we assume that applications use the minimum required backup
VMs (k ∗ ) for a typical number n of primary VMs, to guarantee
an application’s requested availability.
In order to do formalize this assumption, we first introduce
a formal definition of availability.
Definition 2. The availability of an application with n primary
and k backup VMs is the ratio of the time that at least n VMs
are functional over the total application operation time.
Consider an application a with n(a) primary VMs that has
a required availability of γ (a) . If there is no overbooking and
all primary VMs are in different datacenters, we can obtain
the minimum required number of backups. The VM failures
will be independent of each other and occur with probability
Pf = pd + p0d (pr + p0r ps ), where pd , pr , and ps , are failure
probabilities of a datacenter, a rack, and a server, respectively;
the working probabilities are denoted as p0x = 1 − px . In order
for the application to be available, more than n(a) − 1 VMs
should be working, leading to an availability
γ (a) = 1 − F (n(a) − 1, n(a) + k (a) , Pf0 ),

(1)

where F (i, M, P ) is the CDF of the Bernoulli random variable
with parameters (M, P ) at i. The minimum required number
of backups is the solution to the two equivalent optimization
problems
min k, s.t. 1 − F (n(a) − 1, n(a) + k, Pf0 ) ≥ γ (a) ,

(2)

(a)

min k, s.t.,
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Pfi ≥ γ (a) .

(3)

To see that (3) can be solved, we note that the function
F (i, M, P ) is decreasing in M , so 1−F (n(a) −1, n(a) +k, Pf0 )
is increasing in k. Since limk→∞ 1 − F (n(a) − 1, n(a) +
k, Pf0 ) = 1 and 0 < γ (a) < 1 the optimization problem in
(3) always has a solution k ∗ .
Now since U (k) is increasing in k, if U (k ∗ ) ≥ u, where k ∗
solves the optimization problem in (3), the real cloud resource
utilization value will be larger than the desired utilization u.
Proposition 1. The optimal α in terms of application availability, which also satisfies a required utilization threshold u,
is


u(n + Ck ∗ ) − n − k ∗
∗
α =
,
(4)
(C − 1)(n + k ∗ − un)
where k ∗ solves the optimization problem in (3).

Proof. A smaller α leads to better application availability, so
the optimal α in terms of application availability, which also
satisfies a required utilization threshold u, is the solution to
min α, s.t.,

((C − 1)α + 1)(n + k ∗ )
≥ u,
((C − 1)α + 1)n + Ck ∗

(5)

where k ∗ is the answer to the optimization problem
in (3) with
∗
)
n(a) = n and γ (a) = γ. Since ((C−1)α+1)(n+k
is
increasing
((C−1)α+1)n+Ck∗
∗

∗

u(n+Ck )−n−k
in α, we can solve it to find α∗ = d (C−1)(n+k
∗ −un) e.

IV. ECHO FOR TENANTS
In order to find the required number of backup VMs for
the tenant application, we need to evaluate the availability
of an application with a determined placement of its primary
and backup VMs. Our proposed solution finds the sufficient
number of backup VMs to guarantee an application’s requested
availability, which first places the minimum required number
of backup VMs (found with solving the optimization problem
in (3)). We then find the application availability at the given
overbooking rate and continue to add backup VMs until it
exceeds the required availability, γ (a) .
A. Application Availability Model
In this section, we present a model for application availability in the presence of backup VM overbooking.
Considering the application availability definition in Definition 2, in order to find the availability of an application,
we need to find the probability that the number of its VMs
that are “functional” is at least the number of primary VMs.
For a primary VM to be functional, the corresponding server
should be “working”. On the other hand, a backup VM is only
functional if the host server is “working” and can allocate one
CPU to it. If a server has C CPUs, it can host up to C primary
VMs (one CPU for one primary VM). Each CPU can host up
to α backup VMs. Therefore, if the server has C cores and
there are p primary and b backup VMs assigned to this server,
the maximum number of activable backups (b0 ) must satisfy
0
0
0
p + b−b
α + b ≤ C, since p number of primary VMs and b
number of activated backup VMs need a whole CPU, while α
number of b − b0 unactivated backups can share one CPU. So


Cα − pα − b
0
b =
.
(6)
α−1
Since at least one backup should be able to be activated, the
maximum number of backup VMs that can be placed on this
server is (C − p − 1)α + 1. Thus as α increases, the maximum
number of competing backup VMs increases linearly.
In a datacenter environment, different VMs of an application
are assigned across a set of physical servers in a cloud
hierarchy (cf. Fig. 1). Computing the application availability
with backup VM overbooking in this hierarchy is difficult:
1) The status of different servers in a datacenter are interdependent. If a datacenter fails, all the servers in that
datacenter will fail too. Similarly, a rack failure will cause
a failure of all servers in that rack (Fig. 1).

2) With overbooking (i.e., α > 1), the possibility of activation of a backup VM in an overbooked physical server
depends on the status of other co-located backup VMs,
which may serve other applications. Based on (6), there
is a limit on the number of backups that can be activated
simultaneously to work as a primary VM in a server.
We overcome these complexities in two steps. First, we find
the joint probability distribution of servers’ working/failed
status in a hierarchical datacenter infrastructure (Section IV-B).
We then map the server status to that of the application VMs,
and thus application availability (Section IV-C).
B. Computing server status
To illustrate how we find the server status probabilities,
we consider Fig. 3’s example. We use N , with appropriate
subscripts, to denote the number of racks corresponding to
a given datacenter and servers to a given rack. There are
two datacenters (N = 2), D1 has two racks, R1,1 and R1,2
(N1 = 2) and D2 has one rack, R2,1 , (N2 = 1). Each rack of
D1 has one server, S1,1,1 and S1,2,1 , (N1,1 = N1,2 = 1), while
the rack of D2 has two servers, S2,1,1 and S2,1,2 , (N2,1 = 2).
We denote the datacenter, rack, and server failure probabilities
as pd , pr , and ps , respectively; the working probabilities are
denoted as p0x = 1−px . Given the mean times between failures
,
as defined in Section II, we find that pd = MTBFMTTR
DC +MTTR
MTTR
pr = MTBFMTTR
,
and
p
=
.
s
MTBFS +MTTR
R +MTTR
As an example, suppose that we want to obtain the probability of the server status vector of z = [1; 0; 0; 0]. Each
element of z represents the working (1) or failed (0) status
of each server in the order of their index (i.e., from left to
right in Fig. 3). In other words, P(z) is the probability that
server S1,1,1 is working and all others are failed. To find
P(z), we note that datacenter failure events are independent, so
P(z) = P([1; 0]1 )P([0; 0]2 ). Each subscript on the datacenterspecific status sub-vector represents a datacenter (e.g., [1; 0]1
represents datacenter 1’s servers).
First, to find P([1; 0]1 ), i.e., the status of servers in the first
datacenter, we know that D1 must be working (with probability p0d ), because otherwise both servers in this datacenter would
be failed. The status of D1 ’s racks then become independent.
Thus, P([1; 0]1 ) = p0d P([1]1,1 )P([0]1,2 ), where the subscripts
on the status sub-vectors now represent both datacenter and
rack indices. For S1,1,1 to be working, R1,1 and S1,1,1 should
be working, which occurs with probability P([1]1,1 ) = p0r p0s .
For S1,2,1 to be failed, either R1,2 or S1,2,1 needs to be
failed. R1,2 is failed with probability pr and if R1,2 is not
failed, the server S1,2,1 must be failed with probability ps . So
P([0]1,2 ) = pr +p0r ps . Thus, P([1; 0]1 ) = p0d (p0r p0s )(pr +p0r ps ).
Second, to obtain P([0; 0]2 ), D2 may be failed with probability pd . If D2 is working, R2,1 may be failed. If D2 and R2,1
both are working, both S2,1,1 and S2,1,2 servers must be failed
with probability p2s . Thus, P([0; 0]2 ) = pd + p0d (pr + p0r p2s).
Finally, P(z) = p0d (p0r p0s )(pr + p0r ps ) pd + p0d (pr + p0r p2s ) .
We now consider a general cloud structure with N datacenters. Datacenter i has Ni number of racks, and rack j of
datacenter i has Ni,j number of servers. The status vector of
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Fig. 3: An example of cloud hierarchy and VM assignment
all servers is z = [z1 , z2 , ..., zN ], where zi is the status vector
of servers in datacenter i. Similarly, zi = [zi,1 , zi,2 , ..., z,i,Ni ],
where zi,j is the status vector of servers in the rack j of
datacenter i. Similarly, zi,j = [zi,j,1 , zi,j,2 , ..., zi,j,Ni,j ]. The
probability of the generalized status vector in an arbitrary
datacenter structure can be obtained based on Theorem 1.
Theorem 1. The probability of the work/fail status vector of
servers can be obtained by
(
Ni 
N
Y
Y
0
P(z) =
pd 1(zi = 0) + pd
pr 1(zi,j = 0)+
i=1

j=1
0xi,j
p0r psNi,j −xi,j ps

)
,

(7)

where 1 is the indicator function and 0 is the all-zero vector.
xi,j is the number
P of working servers in the rack j of
datacenter i (i.e.,
zi,j ).
C. Computing application (VM) status
In the second step of our analytical model, we consider one
application to find its availability for a specific placement of
its VMs. Assume a specific VM assignment (A) to different
servers in a cloud structure, where A is a function mapping
each VM to its host server in the cloud. We consider an ap(a)
(a)
plication a with n(a) primary VMs, P (a) = {P1 , ..., Pn(a) },
(a)
(a)
and k (a) backup VMs, B (a) = {B1 , ..., Bk(a) }. Furthermore,
(a)
(a)
elements of the vector x(a) = [xp , xb ], which has size
n(a) + k (a) , represent the functional (1) or nonfunctional (0)
(a)
status of the VMs of the considered application a. Here xp
(a)
denotes the status of the primary and xb the backup VMs.
If at least n(a) out of all VMs are functional, the application
is available. Therefore, the availability of application a can be
obtained as
X
P(x(a) ).
(8)
γ (a) = 1 −
x(a)
P (a)
x <n(a)

We first suppose there is no overbooking (i.e., α = 1).
In this case, the (non)functional status of both primary and
backup VMs of an application means their host servers are
working or failed, respectively. Thus, we can simply use the

A function to relate the server status z to VM status x(a) . If
(a)
(a)
x(a) (Pi ) = 0(1), then z(s) = 0(1), where s = A(Pi ).
Proposition 2. If α = 1, the availability of application a is
X
γ (a) = 1 −
P(z),
(9)
(a)
x
P

x(a) <n(a)

where z is the server status vector and z(s) = x(a) (A−1 (s))
and P(z) is obtained by Theorem 1.
Given this result, we can consider the general case when
there is overbooking (i.e., α > 1). In this case, the working
status of a backup server does not necessarily represent the
backup VM’s functionality. So, each server status vector z can
lead to multiple functional/nonfunctional VM status vectors
x for application a: other applications may have already
activated their backups on a given server, which could prevent
application a from activating its own backup on that server4 .
We illustrate our approach with an example assuming that
applications (1)-(4) with 2 primary and 1 backup VMs are
assigned to the servers as shown in Fig. 3. For z = [1; 1; 1; 0],
all applications are available. Because of the working status
of servers S1,2,1 and S2,1,1 , applications 1 and 2 have two
functional primary VMs. Since S2,1,2 is failed, applications 3
and 4 each have a single nonfunctional primary VM, so they
have to activate their backup VMs assigned to the working
server S1,1,1 , which contains one primary VM of application
4 as well.
Based on (6), the maximum number of activable backup
VMs in the server S1,1,1 is b0 = 2, so both applications can
activate their backup VMs. Thus in this example, the given z =
[1; 1; 1; 0] implies x(1) = x(2) = [1, 1, 0], and x(3) = x(4) =
[1, 0, 1] with probability 1 (P(x(i) |z) = 1, ∀i ∈ {1, 2, 3, 4}).
All applications are available.
Now consider the general cloud structure. Given the relationship between the z and x(a) vectors, we let Z[x(a) ] denote
the set of all server status vectors z such that P(x(a) |z) > 0,
(a)
i.e., the VM status vector x(a) is feasible;
the set
P (a)and X
(a)
of all application status vectors with
x < n (i.e., the
application cannot activate enough backups)5 . The application
availability in (8) then becomes
i
X h X
γ (a) = 1 −
P(x(a) |z)P(z) .
(10)
x(a) ∈X (a)

Algorithm 1 Availability of application (a)
1: for x(a) ∈ X (a) do
2:
Z[x(a) ] ← []
3:
while Z[x(a) ] changes do
4:
p←1
5:
for i ∈ {1, ..., n(a) } do
(a)
6:
s ← A(Pi )
(a)
(a)
7:
z(s) ← x (Pi )
8:
end for
9:
for i ∈ {1, ..., k(a) } do
(a)
10:
s ← A(Bi )

randomly sample it in Algorithm 1, collecting enough samples
to ensure that we cover all cases. Each case6 forces a specific
functional/nonfunctional status for those applications’ primary
VMs, which allows us to update the servers’ status vectors
(z) in Algorithm 2. We then obtain a z vector to add to
the set Z[x(a) ]. To find P(x(a) |z), we obtain the empirical
probability that application a can or cannot activate its backup
VM, considering that all applications are equally likely to
activate their backup VMs.
The detailed proposed pseudocode is presented in Algorithm
1. For each x(a) ∈ X (a) , we find the z ∈ Z[x(a) ] vectors and
corresponding P(x(a) |z) by considering all possible states for
each application a’s VMs:
•

z∈Z[x(a) ]

In order to solve (10), P(z) is obtained by Theorem 1. The
problem then reduces to finding the set Z[x(a) ] and P(x(a) |z),
∀z ∈ Z[x(a) ]. Given the VM status dependencies induced
by overbooking backup VMs for different applications on the
same servers, obtaining a closed-form solution is hard. For
each overbooked backup VM, we must consider all cases in
which other applications with co-located backup VMs may
need to activate them. Since this space is large, we propose to
4 We assume applications randomly choose which of their available backups
to activate whenever they need one.
5 Because n(a) and k (a) are small in practice, X (a) is a fairly small set.

(a0 )

11:
c(s) ← {a0 |∃k; A(Bk ) = s}
(a)
12:
if x(a) (Bi ) = 1 then Bfunctional backup VM
13:
z(s) ← 1
14:
[b00 , −] ← rand([0 : |c(s)|], 1)
15:
if b00 ≥ b0 then
0
16:
p ← p × b00b+1
17:
end if
(a)
18:
else if x(a) (Bi ) = 0 then Bnonfunctional backup VM
19:
either
20:
z(s) ← 0
21:
or
22:
z(s) ← 1
23:
[b00 , −] ← rand([b0 : |c(s)|], 1)
0
24:
p ← p × (1 − b00b+1 )
25:
end if
26:
[cn (s), cd (s)] ← rand(c(s), b00 )
27:
z ← updatez(cn (s), cd (s))
28:
end for
29:
add z to Z[x(a) ] and P(x(a) |z) ← p
30:
end while
31: end for
hP
i
P
(a) |z)P(z)
32: return 1 − x(a) ∈X (a)
z∈Z[x(a) ] P(x

•

(a)

If a primary VM Pi is functional (respectively non(a)
functional), i.e., x(a) (Pi ) = 1(0), the hosting server,
(a)
s = A(Pi ), should be working (failed), z(s) = 1(0).
(a)
(a)
If a backup VM Bi is functional (i.e., x(a) (Bi ) = 1),
(a)
the hosting server, A(Bi ), should be set to working
(z(s) = 1). To account for backup activations by colocated applications, denoted by the set c(s), we note
that if the number of co-located applications that need
their backups (denoted by the set cn (s)), b00 , is less than
b0 (i.e., b00 < b0 ), application a can activate its backup.
If b00 ≥ b0 , the probability that application a can activate
0
its backup is b00b+1 . We randomly select the applications

6 By “case” we mean a situation where given sets of applications need or
do not need their backup VMs

Algorithm 2 (updatez(cn (s), cd (s)))
Input: z, cn (s), cd (s)
Output: z
1: for a0 ∈ cn (s) do
0
(a0 )
2:
[Pr , −] ← rand(P (a ) , 1)
(a0 )
3:
z(A(Pr )) = 0
4: end for
5: for a0 ∈ cd (s) do
0
0
0
(a0 )
6:
[Pr , −] ← rand(P (a ) , n(a ) − k(a ) + 1)
(a0 )
7:
z(A(Pr )) = 1
8: end for
9: return z

•

that need or do not need to activate their backups using
a uniform random partition.
(a)
(a)
If a backup VM Bi is nonfunctional (i.e., x(a) (Bi ) =
(a)
0), either the hosting server, (A(Bi )), is failed (z(s) =
0), or the server is working, (z(s) = 1); however, among
all the other applications with co-located backup VMs
in the server, at least b0 number of applications need
their backups to be activated. If b00 ≥ b0 number of colocated applications need their backups to be activated,
the probability that application a cannot activate its
0
backup is 1 − b00b+1 . We sample these applications with
a uniform random partition.

Finally, the z server status vector should be updated to
incorporate the effect of the co-located backup applications,
using the updatez((cn (s), cd (s)) function. This function
updates the z vector based on the condition of co-located
applications (set c), which need to activate (cn (s) set) or do
not need to activate (cd (s) set) their backups. The pseudocode
for the updatez function is presented in Algorithm 2. If
application a0 needs to activate its backup VM, we know that
the server hosting one of its primary VMs is failed. So we
select a random primary VM and set the corresponding index
in z at 0. If application a0 does not need its backup VM, then
at least n0 − k 0 + 1 number of its primary VMs are functional,
so we set the hosting servers of randomly selected n0 − k 0 + 1
primary VMs to be working. Finally, the updated z is returned
to Algorithm 1 and is added to the set Z[x(a) ].
To illustrate this algorithm, consider the scenario depicted
in Fig. 3 again to find the availability of application 1 with this
specific VM assignment. We have to consider each member
of X (1) to find the corresponding z ∈ Z[x(1) ], ∀x(1) ∈ X (1)
vectors. Let us first consider x(1) = [0, 0, 0]. We want to
find the set Z[x(1) = [0, 0, 0]] and P(x(1) |z), ∀z ∈ Z[x(1) ].
For nonfunctional primary VMs, their hosting servers should
be set to failed, z(S1,2,1 ) = 0 and z(S2,1,1 ) = 0. For the
nonfunctional backup VM, either the host server is failed
(z(S1,1,1 ) = 0), in which case z = [0, 0, 0, −] is added to Z
with P(x(1) |z) = 1; or the server is working (z(S1,1,1 ) = 1),
but at least 2 applications in c(s) = {2, 3, 4} need to activate
their backups. As an example, assume that applications 2 and
3 need to activate their backups (so that b00 = 2), and thus that
cn (s) = {(3), (2)} and cd (s) = {(4)}. Based on Algorithm
2, both servers of application 4’s primary VMs should be set
to working, z(S2,1,2 ) = 1 (z(S1,1,1 ) is already 1). And we

TABLE I: Algorithm 1 results for the example in Fig. 3
x(1)
[0, 0, 0]
[0, 0, 1]
[0, 1, 0]
[1, 0, 0]

Z[x(1) ]
z = [0, 0, 0, −]
z = [1, 0, 0, 1]
z = [1, 0, 0, 0]
p(x(a) |z) = 1
p(x(a) |z) = 1/3
p(x(a) |z) = 1/2
z = [1, 0, 0, 1]
z = [1, 0, 0, 0]
p(x(a) |z) = 2/3
p(x(a) |z) = 1/2
z = [0, 0, 1, −]
z = [1, 0, 1, 0]
p(x(a) |z) = 1
p(x(a) |z) = 1/2
z = [0, 1, 0, −]
z = [1, 1, 0, 1]
z = [1, 1, 0, 0]
p(x(a) |z) = 1
p(x(a) |z) = 1/3
p(x(a) |z) = 1/2

randomly select 1 primary VM of applications 2 and 3 and
set their hosting servers to be failed (z(S1,2,1 ) and z(S2,1,1 )
are already 0). So z = [1, 0, 0, 1] can be added to Z[x(a) ]
with P(x(1) |z) = 31 . The final results of using Algorithm
1 for this example are presented in Table I. After obtaining
Z[x(a) ], ∀x(a) ∈ X (a) and the corresponding probabilities, and
assuming pd , pr , and ps to be 0.0021, 0.0034, and 0.0089,
respectively, we find the availability γ (1) = 0.9918. We
confirm the accuracy of this proposed availability calculation
algorithm in Section V.
V. E VALUATION
We report the performance of ECHO in our experimental
testbed and large-scale simulation.
A. Performance metrics
To assess the tradeoff between resource utilization and
application availability, we define the number of accepted
applications with satisfied availability, as a function of the
utilization u chosen by the cloud provider and the required
availabilities γ chosen by the applications. Accepted applications are simply the applications for which there are enough
available resources in the cloud for them to host their primary
and backup VMs. A higher resource utilization will lead to
more accepted applications (those that are granted space for
their primary and backups), and a higher availability will lead
to more satisfied applications (those that are able to activate
their backups when needed). We evaluate the performance of
ECHO in terms of the following metrics: (1) the number of
accepted applications with satisfied availability, (2) the percentage of satisfied applications, (3) cloud resource utilization,
and (4) CPU resource utilization.
B. Baseline algorithms
As there is no similar work to ECHO, we compare the
performance of ECHO with the following baseline algorithms
used for backup VMs in the cloud:
w/o backup. No backup VMs are used for applications.
w/o overbooking. Backup VMs are used for primary ones,
but not overbooked.
Min-backup method. For each application a, we place the
minimum required number of backup VMs to achieve the
application required availability γ (a) , i.e., the solution to (3).
This method, however, does not account for overbooking’s
effect on application availability.

60
40
20
0
Default Synchronization CPU stress IO stress
only

Memory
stress

Disk stress

Fig. 4: CPU usages of the default VM process, when the state
is synchronized, and with 4 different stress tests.
C. Experimental Results
In our experimental evaluations, we first investigate the
feasibility of VM overbooking. Then, we compare the performance of ECHO with other algorithms.
Feasibility of VM overbooking. To show the feasibility
of VM overbooking, we show that the resources needed
for synchronizing the backup VMs with the corresponding
primary VMs are much smaller than the resources used by
the primary VMs.
We use two machines for the experiment: one server running
a primary VM and the other server running a backup VM.
We run a Linux container in each VM. We use DRBD [11]
for synchronizing the state of the container running in the
primary VM. DRBD is a system for mirroring block devices
such as VM images over the network [12]. We consider 4
different stress test scenarios: CPU, IO, memory, disk, by using
stress [13] in the container of the primary VM, which is a tool
that imposes load on systems. We measure the CPU usage of
the VM process in each server for 120 seconds.
The average CPU usages for the default VM process, the
state synchronization of the backup VM, and the stress test
scenarios are illustrated in Figure 4. The backup VM’s CPU
usage for synchronization is significantly lower than that of the
stress tested primary VM (which is 100%). This shows that
the VM overbooking for backup VMs is feasible in practice.
We can also observe that the synchronization overhead is not
significantly affected by the application type.
Performance of ECHO. For a more realistic performance
evaluation, we run an emulation experiment on a multi-core
machine with a simple high-load application. We implement
a cloud emulation software, which first reads the experiment
scenario describing the servers and their CPU cores, cloud
topology including racks and servers, applications and the
locations of their primary VMs and backup VMs, and failure
events. Then it creates the topology according to the scenario,
runs the experiment, and reports the performance results such
as VM activation times and CPU utilization. The topology
of our experiment is one datacenter with 5 racks; each rack
contains 3 servers. We use 2 CPU cores for each of our 15
servers. For a VM, we simply run an application process. For
the application, we implement a CPU-consuming application
that repeats a simple mathematical operation continuously,
and stores the number of operations in a file. When the
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Fig. 5: Performance evaluation of ECHO with w/o overbooking and Min-backup methods in terms number of satisfied
availability applications and ratio of satisfied applications.
failure event happens, the application process is killed, and
another application process is run on the backup VM, if
any. Then the computation is resumed exactly from the point
where the previous application process was running. For our
implementation, we have used the cloud component failure
parameters for the rampage scenario shown in Table III. We
assume that the desired cloud availability is u = 1.125, so
using Proposition 1, we find the required overbooking rate to
be α = 3.
We implement three different algorithms in our testbed;
ECHO (α = 3), w/o overbooking (α = 1), and Min-backup
(α = 3). Fig. 5 presents the number of accepted applications
with satisfied availabilities and the percentage of satisfied applications compared to the total number of placed applications,
using these three algorithms. As it can be seen, using ECHO
increases the number of satisfied applications by 29% and 50%
compared to the w/o overbooking and Min-backup methods,
respectively. Furthermore, the percentage of applications with
satisfied availability is 87 when w/o overbooking is used.
Interestingly, while we expect the application availability to
decrease when overbooking is used, ECHO achieves a slightly
better percentage of applications with satisfied availability
(90%). If the Min-backup method is used, the percentage
would decrease to 23 .
Consistent with what expected, the found VM placement
using ECHO has a cloud resource utilization U = 1.125.
In addition, in our experimental testbed, the average CPU
utilization using ECHO is 13% more than the average CPU
utilization when there is no overbooking.
D. Simulation Results
To demonstrate that ECHO can scale to realistically sized
clouds, in this section we evaluate the performance of the
proposed algorithms using extensive simulations on larger
topologies. First, we confirm the accuracy of our proposed
algorithm to find the availability of applications with a known
primary and backup VM placement. Then, we investigate the
overbooking rate tradeoff in terms of applications’ availability
and cloud resource utilization.

TABLE II: Cloud structure parameters for considered small
and large-scale scenarios.

large-scale

racks per DC
7
10
30
50

servers per rack
5
10
20
30

1

C
2

Simulation
Analytical

0.995
Availability

small-scale

number of DC
6
small: 2
medium: 2
large: 2

2

0.99
0.985

TABLE III: Characteristics of our two failure states.

Optimistic

54

(130000,80000,30000)

number of
primary
VMs (n)
1,2,3

Rampage

54

(26000,16000,6000)

1,2,3

0.98

Required
availability (γ)

0.975

0.99,0.995,
0.999,0.9995
0.99,0.995,0.999

Simulation setup. The cloud infrastructure parameters we
have considered in our evaluations are based on the parameters
of a commercial cloud provider [10]. We use two small-scale
and large-scale cloud scenario configurations (Table II.)
The two considered failure scenarios of the cloud components are also presented in Table III. The failure event
processes of each cloud component are assumed to be Poisson
processes [14] with the mean values presented in Table III.
We consider two states for the cloud component failures:
Optimistic, where the mean time between failures is based
on the hardware specification of our private cloud, and Rampage, where failure events are more frequent, with parameters
obtained based from previous studies [15], [16]. The duration
of each simulation is set to 20 years and the resolution is 1
hour. The number of primary VMs of an application (n) and
its required availability (γ) are chosen uniformly at random
from the sets shown in Table III.
Validating our availability calculation. To confirm the
accuracy of our proposed availability algorithm (Algorithm 1),
we reconsider the example cloud scenario with four accepted
applications (Fig. 3). We use Algorithm 1 to obtain the availability of these four accepted applications, and we compare
the algorithm results with the simulation results in Fig. 6a. As
can be seen in this figure, the simulation and analytical results
match very well and the difference in application unavailability
is less than 5% in the worst case.
Availability and resource utilization tradeoff. To study
the tradeoff in increasing the overbooking rate in terms of
application availability and the resource utilization, we consider a scenario where an example application has a fixed
number of backup VMs. Figure 6b shows the availability
of the example application considered, as well as the cloud
resource utilization, versus the overbooking rate. With a larger
overbooking rate, more backup VMs are placed in one server,
thus increasing the cloud resource utilization. On the other
hand, more backup VMs placed in one server means more
applications competing for resources to activate their backup
VMs in case of failures. So a specific application will have
a lower probability of activating its backup VM, due to the
limitation on the number of simultaneously activated backup
VMs in a server. As a result, the availability of an application
will decrease with increasing α. The resulting effects can be
clearly seen in Fig. 6b.
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App 2
App 3
Application ID

App 4

(a) Availability of all four applications

0.995

1.7

Application availability
Resource utilization

1.6
1.5

0.99

1.4
1.3

0.985

1.2

Utilization

MTBFDC ,
MTBFR , MTBFS

Availability

MTTR

1.1
0.98

1
1

2

3

4
α

5

6

7

(b) Availability and utilization of an example application

Fig. 6: (a): The simulation and analytical results of availability
of four accepted applications in the example shown in Fig. 3
match well.
(b): Application availability and cloud resource utilization
tradeoff versus the overbooking rate.
Performance of ECHO. We finally evaluate the performance of ECHO in terms of the number of accepted applications with satisfied availability. As explained earlier, this
metric can take into account both availability and resource
utilization, since a higher resource utilization will make room
for more accepted applications, and a higher availability will
lead to more satisfied applications. We therefore use this metric
to consider both the application availability decrease and the
cloud resource utilization increase due to overbooking backup
VMs (i.e., α > 1) in our proposed scheme.
Figure 7 summarizes our findings for the two considered
scenarios (i.e., small and large-scale). Not only does ECHO
increase the resource utilization by about 40% in both the
small and large-scale scenarios, but the number of accepted
applications with satisfied availability is also increased about
88% (respectively 82%) compared to no backup VMs and
20% (respectively 16%) compared to backup VMs without
overbooking in the large (respectively small)-scale scenario.
Overall, we find that overbooking with the optimal overbooking rate significantly increases the number of applications with
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Fig. 8: Number of accepted applications and applications with
satisfied availability using ECHO for small-scale scenarios
and optimistic failure. For all α ≥ 1, almost all accepted
applications have satisfied availability.
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Fig. 7: ECHO (overbooking + optimal α) increases the number
of applications with satisfied availability and cloud resource
utilization with Optimistic failure rates.

1.6

satisfied availabilities as well as the cloud resource utilization.

1.5

Fig. 9a shows the resource utilization of the Min-backup
method and ECHO in the Rampage failure scenario. Obviously, increasing α allows more backup VMs to be hosted
in one server increasing the resource utilization. Furthermore,
since ECHO increases the number of applications’ backup
VMs, it increases the resource utilization compared to the
simpler Min-backup method. As an example, compared to the
no overbooking case, the resource utilization is increased by
30% and 48% where α = 5 with the Min-backup and ECHO
methods, respectively.
The resource utilization of Min-backup method and ECHO
in the Optimistic failure scenario are shown in Fig. 9b. The
increase in resource utilization due to increasing α or using
the ECHO method is visible. By comparing Fig. 9b and Fig.
9a, we can see that the resource utilization is better in the

5

6

7

5

6

7

(a) Rampage failure

Utilization

Fig. 8 shows the number of accepted and satisfied applications over an increasing α, using ECHO with the Optimistic
cloud component failure rates. For all values of α, almost all
of the accepted applications achieve their required availability.
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Fig. 9: Resource utilization. More α means more backup VMs
in each server and therefore better resource utilization.
Rampage scenario. In this scenario, applications need more
backup VMs to achieve their required availability, although
our considered applications in the Rampage failure scenario
have less required availability on average. The average number
of backup VMs for applications is shown in Fig. 10 for
both failure scenarios. The average number of backup VMs

Average number of backup VMs

3

Min backup-optimistic failure
ECHO-optimistic failure
Min backup-rampage failure
ECHO-rampage failure
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2
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Fig. 10: The average number of backup VMs increases with
α in the ECHO method.
is constant for different values of α when we use the Minbackup method, because this method places the minimum
required number of backup VMs, independent of the value of
α. However, with ECHO, as α increases, the average number
of backup VMs that applications need increases. This is due to
the additional competition in the servers hosting backup VMs.
VI. R ELATED W ORK
Ensuring high availability despite resource failures is a
crucial challenge in many types of failure-prone systems. One
well-known solution uses redundancy, which several works
have proposed for cloud computing systems [1], [3]–[7]. For
instance, [4] uses virtualization and performs whole-system
checkpointing to update the state of VMs asynchronously in
the backup hosts. The authors of [7] use Linux containers
and checkpoint the full-state of the containers to be used in
the backup hosts, while [5] introduces ZORFU, a hierarchical
system architecture for replication across datacenters.
Some prior works consider the placement of primary and
backup VMs, e.g., focusing on the tradeoff between application performance and application availability [10], [17]–[19].
[20] proposes a placement algorithm for backup resources to
decrease the cloud resource consumption when a failure event
occurs. The authors of [10] propose a VM placement algorithm
to increase the resource utilization by overbooking backup
VMs of the single primary VM of each application. These
placement algorithms can be complementary to our approach,
which does not assume any specific placement algorithm.
Other works have shown that replicated services may harm
cloud resource utilization due to the resources reserved for
failure events. For instance, [21] and [22] are two previous
cloud overbooking studies, which mainly focus on mixing
complementary workloads or leveraging time-of-day workload
patterns. However, the unpredictability of cloud applications
can make these methods impractical.
VII. C ONCLUSION
We study the overbooking rate tradeoff in a backup VM
overbooking scheme to increase the cloud resource utilization
and still improving application availability. To realize this
idea, we propose ECHO, a system including two parts, where

the first part obtains the optimal overbooking rate to realize
the cloud provider’s resource utilization, and the second part
quantifies the required number of backup VMs for each
application, to guarantee the cloud tenant’s QoE.
In the second part, we present an analytical model to evaluate the application availability, assuming a specific number and
placement for primary and backup VMs. This model considers
the failure dependencies between different datacenter components as well as limitations on the number of simultaneously
activated backup VMs. Next, the experimental and simulation
results confirm the accuracy and effectiveness of our proposed
solution.
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