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1: Introduction
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GE’s Solution on Wide Area Monitoring and 

Control – Synchrophasor Techniques
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* From GE’s Industrial Solution Website
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2: Global Event-Driven Synchronization
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Dynamic Simulation Procedure of Power Systems Communication Network Simulation Procedure
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GECO (Global Event-driven CO-simulation): Platform 

Structure
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GECO: A Modulized Global Event-driven CO-simulation platform
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3: Problem Statement: Attack Model
Malicious Data Injection attack on State Estimation
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The Placement of PMUs 
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Case study: 
New England 39-bus test system

11

PDC1

SPDC

PDC2

PDC3 PDC4



Cyber attack Simulation: on network channels
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Denial of Service Attack

Data Spoofing

DoS attack on the router at Bus 16 Enhanced DoS attack

Cyber attack Simulation: on network nodes

PMU spoofing on Bus 3 PMU spoofing in contingency



4: Out-of-Step Protection

14 Equal Area Criterion

Out-of-Step (OOS) means a 

generator or a group of generators 

lose synchronism with the rest of 

the system. 

Cyber attack on power generator by Idaho lab



Out-of-Step Protection
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• Out-of-Step (OOS) means a 

generator or a group of generators 

lose synchronism with the rest of the 

system. 

Fault cleared in 0.3 second, OOS condition is observedFault cleared in 0.1 second, system back to normal condition

• One effective method is to run time-

domain dynamic simulations and 

monitor the generator angles. 



PMU-based Out-of-Step Protection

• Protection Scheme

• Four Steps
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Clustering Algorithm for Coherent Groups

• Clustering algorithm refers to a 

group of algorithms whose goal 

is to divide data into subsets 

based on certain criteria.
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• The first algorithm sorts the 

measured rotor angle and 

traverse the measured rotor angle 

sequentially. If the gap between 

two neighbors is greater than 120 

degrees, then the OOS condition 

is identified.

• An alternative second algorithm 

processes the measured rotor 

angle one by one.



Islanding Algorithm
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Equivalence of islanding to s − t min-cut problem

• As long as we have found two 

coherent generator groups S 

and T, the next step is to find 

a minimum cut of the entire 

power system that can 

separate S and T.

• Edmonds-Karp algorithm 

which is O(|V ||E|2)

A max-flow example Find the min-cut on the residual network



Simulation Results
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5: Conclusions & Future Research

• Implemented a co-simulation platform GECO, and integrated the 

dynamic state estimation and the out-of-step protection modules in 

the platform.

• Launched two case studies (all-PMU based state estimation and 

PMU based out-of-step protection) to reveal the cyber security 

vulnerabilities on co-simulation platform.

• Cloud-based virtual SCADA testbed for cyber security research

• Centralize & Modulize computing and communication resources

• Replaceable different communication protocols for security research

• Seamlessly interact with power/control system simulators.
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Virtual SCADA Testbed for Cyber Security 

Research
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Cloud-based Virtual SCADA Infrastructure in VT
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Thanks for your attention!
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