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Abstract: Energy security refers to the ability of the energy delivery system to
continue to provide quality electrical services to all customers even during periods
of high stress on the system, e.g. during extreme weather events. The majority of the
disturbances that ultimately lead to major disruptions in electrical service as a
result of the cascading nonlinear dynamics of the power system originate in the
distribution system. Hence, the greatest opportunity to enhance energy security is
through the development of a highly distributed communication and control system
that supports that integration real-time data from sensor networks to improve
situational awareness, can easily accommodate and manage the integration of a
heterogeneous mix of distributed energy resources (generation and storage),
supports new market structures that enable wide spread consumer participation in
the real-time energy market, and can adaptively manage the distribution system
network to improve efficiency, operational reliability, and stability and security of
the entire system.
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