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Overview

Traditional assessment & decision (15 mins)

Real-time calculation of system operating limits
w/ DTS (15 mins)

Transmission loading relief (20 mins)
Risk-based assessment and decision (15 mins)
High-conseqguence events (blackouts) (20 mins)

Approaches to reduce frequency/severity of
high-consequence events (25 mins)

Questions (10 mins)



Types of security violations & consequences

Security
Overload Voltage Dynamic
Security Security Security
| I |
Xtmr Line Low Unstable Early- Oscillatory
overload | | overload Voltage Voltage swing instability
L I instability (damping)
i
Cascading Slow Fast Small- Large-
overloads voltage voltage disturbance disturbgnce
collapse collapse instability instability




Types of security violations & consequences

Overloaded xfmr/line has
higher tripping likelihood,
resulting in loss of another
element, possible
cascading, voltage or
dynamic insecurity

Dynamic security can result
In loss of generation,
growing oscillations can
cause large power swings
to enter relay trip zones

Dynamic
Security

Voltage
Security

Overload
Security

Low voltage affects
load and generation
operation. Voltage
instability can result

Xfmr Line
overload overloa

[ |

Early- Oscillatory
swing instability
tability (damping)

In widespread loss

Cascading of load. Small- Large-
overloads voltage disturbance disturbgnce
collapse collapse instability instability




Traditional assessment & decision

The NERC Disturbance-Performance Table
DyLliacco’s operational decision paradigm
System operating limits



NERC Disturbance-Performance Table

. Contingencies System Limits or Impacts
Category
Swstem Stable
and both
Thermal and Loss of Demand
e . Woltage or Cascading
Initiating Event(s) and Contingency ST , . . e =
= = - Limits within Curtailed Firm Outages
Element(s) . =
Applicable Transfers
Rating *
A A1 Facilities in Service Yes No MNo
No Contingencies
Single Line Ground (SLG) or 3-Phase (3 Faulrt.
B with Wormal Clearing: Yes No ® No
Ewvent resulting in 1. Generator Yes No ® No
the loss of a single 2. Transmission Circuit Yes No ® No
element. 3. Transformer Yes No ® No
Loss of an Element without a Fault.
Single Pole Block. Normal C]_ea.ringe: . ~
4. Single Pole (de) Line Yes Ne No
e SLG Fault. with INormal Cle a.ringe: — i o I~
1. Bus Secti es anned/ Nao
Evwvent(s) resulting in s secton Controlled®
the loss of t“'_o o 2. Breaker (fairlure or internal Fault) Yes Planned/ _ No
more (mmultiple) Controlled”
elements. SLG or 36 Fault, with Normal Clearinge. Manual
System Adjustments. followed by another SLG or
340 Fault. with WNormal Cleari_nget Yes Planned/ MNo
3. Category B (B1l. B2 B3. or B4) Controlled®
contingency. manual svstem adjustments.
followed by another Categoryv B (B1. B2,
B3 or B4) contingencwv
Bipolar Block, with INormal C.learinge: PL dr
4. Bipolar (dc) Line Fault 300, witl anned
_1130 ar (dc) .1nee ault (non . with Yes Controlled® No
MNormal Clearing :
5. Any two circuits of a multiple circuit Yesg Planned/ No
towerline® Controlled®
SLG Fault. with Delayed C‘learinge (stuck brealker
or protection system failure): ; o
6. Generator Yes Planned/ ) No
Controlled®
7. Transformer Yes Planned/ _ No
Controlled®
8. Transmission Circuit Yes Planned/ _ No
Controlled®
9. Bus Section Yes Planned/ _ No
Controlled”




NERC Disturbance-Performance Table, cont

D d

Extreme event resulting in
two or more (multiple)
elements removed or
Cascading out of service

3@ Fault, with Delayed Clearin ge (stuck breaker or protection svstem
failure):

1. Generator 3. Transformer
2. Transnussion Circuit 4. Bus Section

3@ Fault, with Normal C].earinge:

5. Breaker (failure or internal Fault)

6. Loss of towerline with three or more circuits

7. All transmmssion lines on a common right-of way

8. Loss of a substation (one voltage level plus transformers)

9. Loss of a switching station (one voltage level plus transformers)
10. Loss of all generating units at a station
11. Loss of a large Load or major Load center

12, Failure of a fully redundant Special Protection Svstem (or
remedial action scheme) to operate when requured

13, Operation, partial operation, or misoperation of a fully redundant
Special Protection System (or Remedial Action Scheme) in
response to an event or abnormal system condition for which 1t
was not mtended to operate

14. TImpact of severe power swings or oscillations from Disturbances
in another Regional Reliability Organization.

Evaluate for risks and
consequences.

»  May involve substantial loss of
customer Demand and
generation in a widespread
area of areas.

= Portions or all of the
mterconnected systems may
of may not achieve a new,
stable operating pont.

»  Evaluation of these events may
require joint studies with
neighboring systems.




NERC Disturbance-Performance Table, cont

a) Applicable rating refers to the applicable Normal and Emergency facility thermal Rating or system voltage limit as
determined and consistently applied by the system or facility owner. Applicable Ratings may include Emergency Ratings
applicable for short durations as required to permit operating steps necessary to maintain system control. All Ratings
must be established consistent with applicable NERC Reliability Standards addressing Facility Ratings.

b) Planned or controlled interruption of electric supply to radial customers or some local Network customers, connected to or
supplied by the Faulted element or by the affected area. may occur in certain areas without impacting the overall
reliability of the interconnected transmission systems. To prepare for the next contingency, system adjustments are
permitted. including curtailments of contracted Firm (non-recallable reserved) electric power Transfers.

¢) Depending on system design and expected system impacts, the controlled interruption of electric supply to customers
(load shedding), the planned removal from service of certain generators, and/or the curtailment of contracted Firm (non-
recallable reserved) electric power Transfers may be necessary to maintain the overall reliability of the interconnected
transmission systems.

d) A number of extreme contingencies that are listed under Category D and judged to be critical by the transmission
planning entity(ies) will be selected for evaluation. It 1s not expected that all possible facility outages under each listed
contingency of Category D will be evaluated.

¢) Normal clearing is when the protection system operates as designed and the Fault is cleared in the time normally expected
with proper functioning of the installed protection systems. Delayed clearing of a Fault is due to failure of any protection
system component such as a relay, circuit breaker, or current transformer, and not because of an intentional design delay.

f) System assessments may exclude these events where multiple circuit towers are used over short distances (e.g., station
entrance, river crossings) in accordance with Regional exemption criteria.



Normal

One Element Out of

Two of More Elements

Extreme Events (Two or More

Service Out of Service Elements Out of Service)
Single Contingency (Forced or
Maint) Category B Event B I/
Results In:
*No Cascading
*No load loss

Prepare for Contingency
sImplement Limits

B single Line Ground
(SLG) or 3-Phase (39)
Fault, with Normal
Clearing on:

1. Generator

2. Transmission Circuit
3. Transformer

Or loss of an element
without a fault.

4. Single Pole Block,
Normal Clearing of a DC
Line

*No overload
*No voltage limit violation
*Possible RAS operation

1l

Prepare for Next Contingency
Limit Import/Export

*Curtail Generation

*Shed Load

Single Contingency (Category B Event) B

Category C event:

A first contingency,
followed by
adjustments, followed
by a second
contingency)

*No Cascading

*May Result In:
*Generation curtailment
sLoad shedding
sImport/Export reductions
«Safety Net operation

1

Prepare for Next Contingency
eLimit Import/Export

*Curtail Generation

*Shed Load




Normal
Service

One Element Out of

Two of More Elements
Out of Service

Extreme Events (Two or More
Elements Out of Service)

C1-3 SLG Fault, with Normal
Clearing: 1. Bus Section

2. Breaker (failure or internal fault)
SLG or 3@ Fault, with Normal
Clearing.

3. Category B (B1, B2, B3, or B4)
contingency, manual system
adjustments, followed by another
Category B (B1, B2, B3, or B4)
contingency

[~

Multiple Contingencies — Category C Event C1—5>

I/

*No Cascading

*May Result In:
*Generation curtailment
sLoad shedding
sImport/Export reductions
*Safety Net operation

11

Prepare for Next Contingency|
eLimit Import/Export
*Curtail Generation

C4-8 4.Bipolar (dc) Line
Fault (non 3@), with Normal
Clearing:

5. Any two circuits of a
multiple circuit towerline

SLG Fault, with Delayed
Clearing and (stuck breaker
or protection system failure):
6.Generator 7.Trans Circuit
8. Xmer 9. Bus Section

*Shed Load

Extreme (Category D) Event — May originate from any Operating State D1-14

D1 3@ Fault, with Delayed Clearing

(stuck breaker or protection system failure):
1. Generator 2. trans Circuit

3. Xmer 4. Bus Section

3d Fault, with Normal Clearing:

5. Breaker (failure or internal fault)

6. Loss of tower line with 3 or more ckts 7.
All trans lines on a common right-of way
8. Loss of a subs (one voltage level +Xmer)

9. Loss of a switching st (one voltage + plus

Xmer) 10. Loss of all generating units at a
station 11. Loss of alarge load or major

1 ! &
Udu CETTiEt |

D12-14 12. Failure of a fully
redundant special protection
system (or remedial action
scheme) to operate when required
13. Operation, partial operation or
misoperation of a fully redundant
special protection system (or
remedial action scheme) for an
event or condition for which it was
not intended to operate

14. Impact of severe power swings
or oscillations from disturbances in
another Regional Council.

*No Cascading

*May Result In:
*Generation curtailment
sLoad shedding
sImport/Export reductions
*Safety Net operation

11

Prepare for Next Contingency|
eLimit Import/Export

*Curtail Generation

*Shed Load




DyLiacco’s operational decision paradigm

Normal (secure) -

A A

Alert, Transmission
Not secure loading relief

- procedures
Extreme emergency.

Separation, cascading Emergency
delivery point

Restorative

interruption,
load shedding 11



System operating limits (SOLs)

The value (such as MW, MVar, Amperes, Frequency or Volts) that
satisfies the most limiting of the prescribed operating criteria for a
specified system configuration to ensure operation within
acceptable reliability criteria. System Operating Limits are based
upon certain operating criteria. These include, but are not limited to
applicable pre- and post-contingency...

Facility Ratings There is a subset of SOLs that are known
as Interconnection Reliability Operating

oTransient Stablhty Ratings Limits (IROL). IROLs are defined as, “The
value (such as MW, MVar, Amperes,

°Voltage Stability Ratings Frequency or Volts) derived from, or a
subset of the System Operating Limits,
°System Voltage Limits which if exceeded, could expose a

widespread area of the Bulk Electric
System to instability, uncontrolled
separation(s) or cascading outages.”




Cascading outages — the public perception....

:-;'# W:......".._h (X TUT TP

13



Two good approximations for parallel flows

1. For 2 parallel paths A and B, power flows

on path A according to p__ X
X+ Xg

Equivalent to PTDF

Bus 2

300
1 —

X,5=1

X,=1

900 MW X,5=1

/
Bus 1 =" lgoo MW

900 —— =600 Bus 3
2+1

14



Two good approximations for parallel flows

1. For 2 parallel paths A and B, power flows

on path A according to p__ X
X+ Xg

300&@
1
300——=100 il

X,5=1

- J200

X3=1

Bus 1 ) l

100
Bus3 | 300 MW

15



Two good approximations for parallel flows
2. Results of 2 independent calculations will add

300 ﬂ

300 MW, Bus 2
300
100 —>

<=
TotaI:SCa
'TotaI:ZOO

lzoo

900 MW
) TotaI:700‘
Bus 1 : —
600 100

Continuous rating=1200MW

Emergency rating=1300 MW

IS IT SATISFYING
RELIABILITY CRITERIA?

—

Bus 3

1200 MW

16



System operating limits

300 wa Bus 2
Lose Cct 2-3!
900 MW

Q TotalleOO‘
Bus 1 l

Bus3 | 1200 MW

Continuous rating=1200MW

Emergency rating=1300 MW

IS IT SATISFYING 17
RELIABILITY CRITERIA?



System operating limits

300 MW’ Bus 2

TotaI:SOO‘
'TotaI:ZOO
900 MW

@ TotaI:700~
Bus 1

Bus3 | 1200 MW

Question: What is the || @Depends on how flow is
Increased: assume stress direction

maximum cct 1-3 flow || s gus1/Bus3.

such that re“ablllty =»Desire precontingency limits to
criteria iIs satisfied? reflect postcontingency effects




System operating limits

Question: What is the
BUS 2 maximum cgt 173 flow
such that reliability
333 criteria is satisfied?

300 MW,

1000MW

100 —>
lzoo
TotaI:767~

<=
333 ﬁ r TOta|:533
Total=233
Bus 1 : — l

667 100 BUS 3 1300 MW

Continuous rating=1200MW
Emergency rating=1300 MW

IS IT SATISFYING 19
RELIABILITY CRITERIA?



System operating limits

300 wa Bus 2
Lose Cct 2-3!
1000MW

Q TotaI:1300~
Bus 1 l

Bus3 | 1300 MW

Continuous limit=1200MW
Emergency limit=1300 MW

IS IT SATISFYING
RELIABILITY CRITERIA?




System operating limits

300 MW’ Bus 2

TotaI:SOO‘
'TotaI:ZOO

900 MW
@ TotaI:700~
Bus 1 l
SOL:767
Bus 3 1200 MW

Question: What is the || So we compute this answer as a

maximum cct 1-3 flow f.unctlon of stress dlrgctlon f_or all
lines, for all N-1 contingencies,

such that reliability so that operator always sees flow
criteria is satisfied? and real-time SOL for each liré.




[1lustration of real-time calculation of
operating security limits w/ DTS (15 mins)

What is dispatcher training simulator?
PTDF and OTDF

Automatic calculation of SOL

Sample system

Live DTS and automatic SOL calculator

22



What 1s the DTS?

An off-line environment that:
Emulates an energy control center's EMS
Simulates the physical power system

DTS uses the same interfaces and is composed of
much of the same software as the real-time EMS

Z/"' "'%/ = /;5;?;
/Cgl/ ==

/’/ T - =
£ & ¥z / 4 ot /,/./(’ 1:”{_/,‘2//,/ et = -
P AL
f o5 o2 & L




PTDF and OTDF

Power transfer dist. factors:

Change in Flow of cctk
PTDF .

Effsb [Change 1n 1injection of bus b]

Outage transfer dist. factors:

OTDF _ Changein Flow of cctk

cctk .
cct j Flow on outaged cct |

24



PTDF and OTDF

Power transfer dist. factors:

Change in Flow of cctk= PTDF__, [Changein injection of bus b]

cctk
busb

Outage transfer dist. factors:

Change in Flow of cctk= OTDF [ Flow on outaged cct j]

C
cct j

25



Automatic calculation of SOLs
More than identifying contingencies that
result in violations, it identifies the LIMIT
Overload security only
Uses PTDFs, OTDFs, stress direction

SOL for each cct computed as most
restrictive of

Normal condition, using continuous rating or
All contingencies, using emergency rating

Embedded in Areva’s DTS
Updates SOL for all circuits every 8 sec

26



Outaged Line

AREA ECAR NODE COLOR

Blue : Generation
Yellow : Load
Green : Both Gen 7 Load

LINE COLOR
l Red - 345 KV
24 25 26 27 MANTCOKE Green : 138 kY
HOL.DEN +—  REDBRIDG “— CHEEAUK -« cHFgLLS |
~ TMARTDALE
28
\ AREA EAST
l | l ey {Control Area)
Monitored Line |
/ 2 y \ 12 7 4 0
— » BRIGHTON CEYLON RICHVIEW LAKEVIEW
(ISTINSON PICTONC A O
-,
, |
l l \n T l HEARN @
19 9 6 l
& +—  COBDEN —» L. \CMITCHELL HANOVER | —» &
{ I L L"
WALDEN +— KINCARD
22 | 1
l T Outaged Line /
|
— — 17—» —
- - CVILLE CstRaTERD
GOLDEN BVILLE i PARKHILL DOUGLAS
23 20 T 16 10 3
18
WVILLE

.

AREA W EST/
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Live DTS and Automatic SOL Calculator
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violations, it identifies LIMITS



L ¥

+

26
d
CHENAUX |

74 MW ! .

224 MW (7-28 +

YY"
|+
I*_‘

I
|
t ?

ﬁ ﬂi N , 31Mw

T T 7 535 MW (14-26)
. 223MW | . 839MW N4
S 03 I\ (14-26) lc01 MW (7-28)

|

|

' s
* REDBRIDGI

T
- I—l v 223MW

Ml>08 MW (14-26

24
HOLDEN |

t+—n4tu—

More than identifying
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contingencies resulting in
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. 285 MW

1 421 MW (25-26

15 T

e ey T T
= |
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Current Time of DTS:

1/3/2000 11:01:31 AM
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MW

Flow vs. SOL (Picton:Brighton)

800

700

600

500

400

300

200

100

0

1/3/2000 1/3/2000 1/3/2000 1/3/2000 1/3/2000 1/3/2000 1/3/2000 1/3/2000 1/3/2000
2:24 3:36 4:48 6:00 7:12 8:24 9:36 10:48 12:00

DTS time & day

——Line Flow =—SOL = Security Margin == Thermal Limit
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Transmission loading relief

Review of TRL levels and procedures

(Standard IRO-006-1 — Reliability Coordination
— Transmission Loading Relief)

Influencing factors in redispatching
A Spreadsheet-based TLR response tool




TLR “Risk” ' Transaction criteria RELIABILITY Comments
Lev COORD
IMMINENC E State Action
1 Forsee possib|e condition N0t|fy Affected reI_iabiIity coord ensure that IT
resulting in violation e [pesiEe) I [0S
Expected to approach, is Hold Not > 30 minutes before going

approaching, or at SOL
)

to higher levels so xactions may
be made based on priority.

3a

Expected to approach is
approaching, or at SOL

T~

Some non-firm ptp at.a-

3b

Existing or imminent SOL
violation or will occur on

element removal. \

| non-firm™

“=ants of Non Firm made

.QGQK
a urtailme= to enable IT using
holds, hig ‘ty to be
\ reservatis - NonFirm)
e e Levels_ 2, 3a, 5a have no N—
| above SOL violation but are tigate
97 ool threshc . m
to be approaching or at SOL. Y ime.

am. Allow firm

4 Existing or imminent SOL
violation. above CT have ¢ y 25 minutes past
ailed. outl Or time when TLR 4 is
called whichever is later.
58. At SOL, no further All non-firm t or Curtail or reallocate Firm
reconfig possible above CT have b o allow additional firm
Secure rtailed. Xa plemented
for i n\/ @ o4 aV e
firm xmj
5b Existing or imminent SOL Insecure All n e ade
violation or one will occur oV @ allC 2Vvel O SOL or
on element removal, no e aal curtai
further reconfig possible to be C C Y U
6 | Existing SOL violation & < S Dlco spatch,
will occur upon element n, voltage
removal ?(; Sgom ns, interruptible and

firm load shedding.




T

3a

Levels 3a, 3b have non l

-firm at or above CT.
Level 3ais secure, it
reallocates nonfirm.
Level 3b is insecure, it
curtails nonfirm.

Transaction criteria

R ILITY Comments
D

Action

ure
1S | \

Expected -
appss

Levels 5a, 5b have no

Some non-firm

curtailable non -firm.
Level 5ais secure, it
reallocates firm. Level
5b is insecure, it

\bove their CT.

Some non-firm ptp at or

aard ensure that IT

Level 4 is insecure but
with no more non-firm
to reallocate so it
holds & reconfigures.

; Crtlmnts
ediately to mitigate
SOL Allow Firm xactions if
submitted in time.

Hold and Hold on new nonfirm. Allow firm

; : reconfigure | if submitted by 25 minutes past
curtails firm. = the hour or time when TLR 4 is
,De\ called whichever is later.
5a At SOL, no further Reallocate | Curtail or reallocate Firm
reconfig possible xactions to allow additional firm
Secure xaction to be implemented
firm xmission servict
5b Existing or imminent SOL | All non-firm ptp at or Curtail Curtailments of Firm made
violation or one will occur nsetc):ur(ta' above CT have been immediately to mitigate SOL
on element removal, no Or‘:)‘ ou curtailed.
further reconfig possible e
6 Existing SOL violation & | Emergency | Could include redispatch,
will occur upon element nsetc):urt;-,\ Action reconfiguration, voltage
removal orabou reductions, interruptible and
to be e = A = A A e




Appendix A
of IRO-00601

In compliance with the
Transmission Service Provider
tariffs, Interchange
Transactions using Non-firm
Point-to-Point Transmission
Service are curtailed first (TLR
Level 3a and 3b), followed by
transmission reconfiguration
(TLR Level 4), and then the
curtailment of Interchange
Transactions using Firm Point-
to-Point Transmission Service,
Network Integration
Transmission Service and
service to Native Load (TLR
Level 5a and 5b).

TLR2 —
l

Wl L1 Pl g Wil
T

‘ TLR3a -

TLR4 —

-




Congestion on Transmission Lines
Has Increased Dramatically

NERC TLR Procedure Log

2000

2001

| 1
50 +
B —————-— ::::.:::::-_“.h~__.
I \Y\ ‘/' I 1998 I I I I 1
Jan Feb Mar Ap Jul Aug Sep Oct Nov Dec

r May Jun

Level 2 or Higher TLRs

Monthly summary

=®—1998 —i—1999 2000 2001 ==>€=2002 =@=2003 ==+=2004 2005 ====2006

Source: NERC Transmission Loading Relief Procedure Logs



Generator owner response to TLR 3b, 5b, or 6....

Influencing factors in redispatching

Effectiveness (PTDFs): Use most effective units.

Number of units: Do not move too many units.
Cost: Use least expensive units.
Minimize: Cost of Redispatch

An “economic” IR0}

TLR Relief overload
spreadsheet

Generation Limits

Limit on total MW change

Input: PTDF’s, generator Limits, generator
cost curves, required flow reduction (TLR);

Output: Most economic redispatch to do it.

40



TLR Examples

Actual Shift —— Load Relief

490

480

470

460 [ 7
450

440

430 | 6

420 a va

Actual Shift MW)

410 —

400

390 —

380

15 17 20
Load Relief (MW)

|mShift Limit = 450MW B Shift Limit = 480MV|

* No. of units increases with shift limit

e At 15 MW, shift limit is not binding

o Shift limit is binding for larger TLRs

Generation cost ($)

14000

13800

13600

13400

13200

13000

12800

12600

12400

12200

12000

Generaton Cost — Load Relief

15 17 20
Load Relief (VW)

|mShift Limit = 450MW B Shift Limit = 480 M|

e Cost increases with TLR

» This cost increase is larger
with tighter shift limit.

41




Risk-based assessment & decision

What is risk?
Use In static security assessment
What's the benefit?

42



RISK LEVELS
HAZARD PROBABILITY :
RISK Extremely High -
Loss of ability to
ASSESMENT FREQUENT | LIKELY DCCASIONAL SELDOM [UNLIKELY | accomplish
MATRIX mission.
A B C D E | High-
Significantly
| Extremely | Extremely _ _ _ degrades mission
> CATASTROPHIC High High High High Medium Capability.
= Medium -
—_— Extremely . . ) ..
x | CRITICAL 1 High High High Medium Low Degrades mission
L capability.
> | MODERATE 1 High Medium Medium Low Low !—OW - Little or no
L impact on
7p) . _ mission
NEGLIGIBLE Medium Low Low Low Low capability.
PROBABILITY
A. FREQUENT - Occurs often, resources continuously exposed.
B. LIKELY - Occurs frequently, resources are exposed frequently and/or several times.
C. OCCASIONAL - Occurs sometimes, resources are exposed sporadically.
D. SELDOM - Remote occurrence, resources are possibly exposed.
E. UNLIKELY - Rare occurrence of exposure.

Risk Assessment 43




What 1s risk?

1. The probabilistic expectation (expected value) of all
possible adverse outcomes:

Risk = D, probability x consequence

adverse
outcomes

2. The potential of loss resulting from exposure to a hazard.
» Expected loss (this 1s no. 1)
* The greatest loss

3. “Risk is not knowing what you’re doing.” ~Warren Buffet
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Engineering Risk

 Potential of consequences of failure in an
engineering system.

» Equipment damage risk: from damaging equipment so that it
must be repaired or replaced.

 Operating risk: Operating procedures of a physical system
required to avoid other consequences
» Safety risk: from human harm

» Other physical risks: discomfort, inconvenience, spoilage, etc
 Financial risk: from each of the above

» Examples of engineering risk

Various: Bridge failure, Airline crash, Gas line leak, Train derailment, Chemical leak
Famous incidents: Aerospace (1986 Challenger), Nuclear (1979 TMI,
1986 Chernobyl), Process control (1982 Bhopal), Oil tankers (1999 Valdez).

Power: line sag & touch, transformer failure, generator trip, load interruption. 4s




(Un)Rehablhty vs. Risk (general engineering usage of terms)

(Un) Reliability Risk

The likelihood that the system will fail The potential of loss resulting from

in performing its intended function. exposure to a hazard.

The likelihood of failure. The expected consequence

Conveys the concept of undependability. Conveys the concept of danger.

“The bike is old, we better get you a “A car 1s coming — get out of the way!”

new one.”

“Year 2010 system reserve margin is too “That transformer loading 1s 110% and

low. We better install a new gas turbine” its outage will cause voltage instability.
We better relieve that loading.”

Useful in making design decisions. Useful in making operational decisidns.




Motivation for risk-based security assessment
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Motivation for risk-based security assessment
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Motivation for risk-based security assessment

=>» Most control-room decision-support software for contingency
assessment and 1dentification of corresponding preventive actions
accounts for post-contingency overload and low-voltage, for one
violation from one contingency at a time.

=» But network risk level also depends on:

 Contingency probabilities

 Extent of violations

» Multiple violations and/or multiple contingencies causing them
 Voltage instability and cascading overloads

* Changing operating conditions

=» Provide indication of network security level that account for these
influences and 1dentify preventive actions that reduces overall risk level.
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W Security Mapping and Reliability Index Evaluation
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High-consequence events (blackouts)

Some recent blackouts in power systems
Summary of blackouts over last 40 years
Summary of blackout attributes
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Cascading outages — the public perception....
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Weakening
conditions
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Weakening
conditions

. 2:02 Stuart — Atlanta 345 kV (brush fire) Triggering
. 3:05 Harding-Chamberlain 345 kV (tree) event

. 3:32 Hanna-Juniper 345 kV (tree)
. 3:41 Star-South Canton 345 kV (tree) SLOW
. 3:39-4:05 16 138 KV lines around Akron tripped (overloafia{®IEI{=NN I [O]\

. 4:05 Sammis-Star 345 kV (zone 3, tree)

. 4:08:58 Galion-Ohio Central-Muskingum 345 kV (zone 3)

. 4:09:06 East Lima-Fostoria Central 345 kV (zone 3)

. 4:09:23-4:10:27 Kinder Morgan (rating: 500 MW; loaded to 200 MW)
.4:10 Harding-Fox 345 kV

.4:10:04 — 4:10:45 20 generators along Lake Erie in north Ohio, 2174 MW
. 4:10:37 West-East Michigan 345 Kv (zone 3) FAST

.4:10:38 Midland Cogeneration Venture, 1265 MW (redu

.4:10:38 Transmission system separates northwest of D¢

.4:10:38 Perry-Ashtabula-Erie West 345 kV (zone 3)

. 4:10:40 — 4:10:44 4 lines disconnect between Pennsylvania & New York

. 4:10:41 2 lines disconnect and 2 gens trip in north Ohio,1868MW

. 4:10:42 — 4:10:45 3 lines disconnect in north Ontario, New Jersey, isolates NE part
of Eastern Interconnection, 1 unit trips, 820 mw

. 4:10:46 — 4:10:55 New York splits east-to-west. New England and Maritimes
separate from New York and remain intact. (power swing+UFLS)

. 4:10:50 — 4:11:57 Ontario separates from NY w. of Niagara Falls & w. of St. Law.
SW Connecticut separates from NY ,blackout .(relay operation ,ULFS)

PROGRESSION
(cascade)




Recent Blackouts in Power Systems

Fast ones



(WECC) system - July 27, 1996 Blackout

Initiating Events

Cascading events

Blackout

2:24 p.m. Jim Bridger-Kinport 345-kV
line is tripped due to sag. Due to a
faulty relay the parallel Jim Bridger-

Goshen also trips.

Mill Creek-Antelope 230-kV line trips
due to a faulty Zone 3 relay.

Within 36 seconds of
initial event, 5
asynchronous islands
were formed. 2 million
people lost power.

2 of the 4 generators at the Jim
Bridger disconnected by a Remedial
Action Scheme.

Voltage in the Boise Idaho area as well
as voltage on the COl began to rapidly
collapse.

For approx. 23 seconds the system
seems to handle the events properly
despite minor voltage fluctuations.
Then a faulty relay destabilized the
system.

Due to collapsing voltages 4 230-kV
lines between Boise and the Brownlee
substation tripped.

Further, protective devices at the Malin
and Captain Jack substations in
southern Oregon automatically

disconnected the COI.

Disconnecting the COl interrupted
4,000 MW of power flow and separated
the WECC.




(WECC) system - Aug 10", 1996 Blackout

Initiating Events

Cascading events

Blackout

15:48 p.m. Keeler-Allston 500-kV
line contacts a tree due to
inadequate right-of-way
maintenance. Additionally the Pearl:
Keeler line is forced out of service
due to the Keeler 500/230-Kv
transformer being OOS.

Mild .224 Hz oscillations were seen
throughout the system and began to
appear on of the PDCI.

Within about 1 minute
after initiating event,
WECC breaks into 4
asynchronous islands
with heavy loss of load.

With the loss of these 2 lines, 5
lines are now out of service,
removing hundreds of MVAR.

Shunt capacitor banks were switched
in to raise the voltage but the
oscillations were not being damped.

Lines throughout the system begin
to experience overloads as well as
low voltage conditions. Additional
lines trip due to sagging.

15:48:51 p.m. Oscillations on the POI
reached 1000MW and 60-kV peak-to-
peak.

15:47:40-15:48:57 p.m. Generators
at the McNary power house
supplying 494 MVAR trip. The
system begins to experience “mild

oscillations”.

PDCI Remedial Action Schemes (RAS)
began to actuate. Shunt and series
capacitors were inserted.




March 11,1999 Brazilian Blackout

INITIAL SEQUENCE OF EVENTS

L-G fault, Bauru Substation |
(lightening) caused bus
insulator flashover

1. Bus Fault and Multiple Line Outage in Bauru 440kV

Lost 5 circuits because no bus

= i
bar protection
i B

Collapse in 11 sec >

2. Distance Relaying Trips Out the T.Irmaos - [.Solteira Line



Recent Blackouts in Power Systems

Slow ones



Scandinavia 9/23/2003

Weakened Conditions

Sequence of Events

Blackout

12:30 Oskarshamn nuclear
plant trips (technical
problems);1.1 GW lost; north-
south flow on the west side
Increases

12:35 A switching device at
Horred substation breaks apart -
> Ringhals nuclear plant (1.8
GW) and two important north-
south connections are lost; the
system Is not designed to
handle such a coincidence of
faults

v12:37 Insufficient generation
capacity within the southern
subsystem; frequency and
voltage drop further; power
stations trip and the area
blacks out; 5 million lost power

12:35-12:37 The east side
becomes overloaded leading to
a voltage collapse; southern part
of the grid (South Sweden and
Eastern Denmark) becomes
separated




[taly, September 28, 2003

Weakened Conditions

Sequence of Events

Blackout

3:00 AM Italy imports 6.9

GW, 25% of the country’s
total load, 300 MW more

than scheduled

3:01 Trip of the 380 kV line
Mettlen-Lavorgo (heavily
loaded) caused by tree
flashover; overload of the
adjacent 380 kV line Sils-
Soazza

3:27 Breakdown of the
Italian system, which is not
able to operate separately
from the UCTE network
(instabilities); loss of
supply: 27 GW 57 million
lost power

3:11 ETRANS (CH)
informs GRTN (I): Request
by phone to reduce the
import by 300 MW (not
enough)

3:21 GRTN reduces import
by 300 MW

3:25 Trip of the Sils-Soazza
line due to tree flashover (at
110% of its nominal
capacity); the Italian grid
loses its synchronism with
the UCTE grid; almost
simultaneous tripping of all
the remaining connecting
lines




Greece, July 12, 2004

Weakened Conditions

Sequence of Events

Blackout

12:25: Power system in the
Athens area is heavily loaded
(lots of AC); the unavailability of
four 150 kV lines, a 125 MW
and a 300 MW unit further
stresses the system; Voltages
have declined to 90%

12:30: To avoid voltage collapse
80 MW of load are manually
disconnected. As demand rises,
voltages drop further.

12:39: The system is split by
line protection devices;
remaining generation in the
separated southern part
disconnects and the blackout
spreads in the area of Athens
and the Peloponnes island. 5
million lost power

64




IMPACT

Approximate

Location Date MW Lost Duration People affected cost
US-NE 11/9/1965 20000 13 hours 30 million
US-NE 7/13/1977 6000 22 hours 3 million 300 million
France 12/19/1978 30000 10 hours
West Coast 12/22/1982 12350 5 million
Sweden 12/27/1983 | > 7000 5.5 hours 4.5 million
Brazil 4/18/1984 15762
Brazil 8/18/1985 7793
Hydro Quebec 4/18/1988 18500
US-West 1/17/1994 7500
Brazil 12/13/1994 8630
US-West 12/14/1994 9336 1.5 million
Brazil 3/26/1996 5746
US-West 7/2/1996 11743 1.5 million
US-West 7/3/1996 1200 small number
US-West 8/10/1996 30489 7.5 million 1 billion dollars
MAPP, NW Ontario | 6/25/1998 950 19 hours 0.152 million
San Francisco 12/8/1998 1200 8 hours 1 million
Brazil 3/11/1999 25000 4 hours 75 million
Brazil 5/16/1999 2000
India 1/2/2001 12000 13 hours 220 million 107 million
Rome 6/26/2003 2150 7.3 million
US-NE 8/14/2003 62000 1-2 days 50 million 4-6 billion
Denmark/Sweden | 9/23/2003 6300 6.5 hours 5 million
Italy 9/28/2003 27000 19.5 hours 57 million
Croatia 12/1/2003 1270 mwh 2.5 million
Greece 7/12/2004 9000 3 hours 5 million
Moscow/Russia |5/24-25/2005 2500 >6 hours 4 million




PRE-EVENT CONDITIONS

Location Date Weather Loading Topology
US-NE 11/9/1965 mild normal normal
US-NE 7/13/1977 Stormy normal weakened (1 major tie feeder, 1 major gen out)
France 12/19/1978 Heavy Normal
West Coast 12/22/1982 windy normal normal
Sweden 12/27/1983
Brazil 4/18/1984
Brazil 8/18/1985
Hydro Quebec 4/18/1988 Freezing rain normal normal
US-West 1/17/1994 mild normal normal
Brazil 12/13/1994
US-West 12/14/1994 cold Heavy normal
Brazil 3/26/1996
US-West 7/2/1996 Hot 38C Heavy Normal
US-West 7/3/1996 Hot 38C Stressed Normal
US-West 8/10/1996 Hot 38C normal weakened (three 500 KV line sections out of service
MAPP, NW Ontario 6/25/1998 stormy heavy normal
San Francisco 12/8/1998 normal normal normal
Brazil 3/11/1999
Brazil 5/16/1999
India 1/2/2001
Rome 6/26/2003 Hot heavy weakened
US-NE 8/14/2003 heavy Weakened (3 gens out of service)
Denmark/Sweden 9/23/2003 heavy Weakened (1 nuclear unit out for maintenance)
Italy 9/28/2003 heavy Weakened (trip of Swiss 380 KV line Mettlen-Lavorgo)
Croatia 12/1/2003 | wind,cold,ice, rain normal weakened
Greece 7/12/2004 Hot Heavy weakened(4 150KV, a 125 MW & 300MW unit out)
Moscow/Russia 5/24-25/2005 Hot Heavy Weakened (loss of a cogen plant)




TRIGGERING EVENTS

How many elements lost (N-

Location Date Cause 1, N-2, etc)
US-NE 11/9/1965 Faulty Relay setting N-1
US-NE 7/13/1977 Lightening N-2
France 12/19/1978
West Coast 12/22/1982 500 KV Tr tower failed due to high winds N-1
Sweden 12/27/1983 Disconector Failed N-2
Brazil 4/18/1984 Xmer shutdown qlue to overload, and load N-1
increase
. 1 phase to grd short ckt+ in-advertent
Zlicrl SIS i prgtection operation N-2
Hydro Quebec 4/18/1988 Ice causes flashover N-3
US-West 1/17/1994 Earthquake many
Brazil 12/13/1994 human error 2 D.C. bipoles blocked
: . N-2 (inadvertent of
US-West 12/14/1994 Single phase to gnd fault, relay misop. additif)nal 345KV ckt)
Brazil 3/26/1996 human error+inadvertent prot. operation N-1
US-West 7/2/1996 Tree Flashover followed by relay misop. N-1
US-West 7/3/1996 Tree Flashover N-1
US-West 8/10/1996 Tree Flashover N-1
MAPP, NW Ontario 6/25/1998 lightening N-1
San Francisco 12/8/1998 human error no of lines
Brazil 3/11/1999 Bus Fault Multiple lines (> N-6)
Brazil 5/16/1999 Inadvertent protection operation Many
India 1/2/2001
Rome 6/26/2003 high load demand
US-NE 8/14/2003 Brush fire on a line (outage) N-1
Denmark/Sweden | 9/23/2003 NG EETT P';‘QZ;:;pzlfi;w;i:tpmb'em)’ N-1
Italy 9/28/2003 Tree Flashover N-1
Croatia 12/1/2003 Breaker failure N-1
Greece 7/12/2004 Load Increasing N-1

Moscow/Russia

5/24-25/2005

Load Increasing/Xmer bursting




PRE-COLLAPSE EVENTS

Time between initiating and

Location Date Generation trip Transmission trip
secondary, pre-collapse events
US-NE 11/9/1965 no Four 230KV lines few minutes
US-NE 7/13/1977 Yes Yes occurred in a sequence between 20
to 45 minutes after initial event
France 12/19/1978 yes > 30 minutes
West Coast 12/22/1982 No Yes Fast
Sweden 12/27/1983 No Yes 50 seconds
Brazil 4/18/1984 Xmer yes 9-10 minutes
Brazil 8/18/1985 No yes
Hydro Quebec 4/18/1988 Transformer yes 2-3 seconds
US-West 1/17/1994 Yes Yes Fast
Brazil 12/13/1994 yes yes
US-West 12/14/1994 No Yes 40-52 seconds
Brazil 3/26/1996 Xmer Yes
US-West 7/2/1996 yes yes 20 seconds
US-West 7/3/1996 No yes fast
US-West 8/10/1996 |yes (13 generators) yes 5-7 minutes
MAPP, NW Ontario | 6/25/1998 No yes 44 minutes
San Francisco 12/8/1998 yes yes 16 seconds
Brazil 3/11/1999 No Yes > 30 seconds
Brazil 5/16/1999 No Yes
India 1/2/2001
Rome 6/26/2003 No No
US-NE 8/14/2003 yes yes more than 2 hours
Denmark/Sweden | 9/23/2003 yes yes 5 minutes
Italy 9/28/2003 No Yes 25 minutes
Croatia 12/1/2003 Yes Yes 30 seconds
Greece 7/12/2004 Yes No 10 minutes
Moscow/Russia |5/24-25/2005 No Yes >12 hours




PRE-COLLAPSE EVENTS

Location Date Causes of secondary, pre-collapse events
US-NE 11/9/1965 Proper protection operation (as designed) (overload protection)
US-NE 7/13/1977 Lightening , Proper protection operation (overload+gen protection)
France 12/19/1978 Proper protection operation (overload protection,out of step relays)
West Coast 12/22/1982 Primary and secondary protection & communication failure
Sweden 12/27/1983 | Proper protection operation (overload protection), underfreq LS failure
Brazil 4/18/1984 Simultaneous tripping of 7 ckts and Xfmer
Brazil 8/18/1985 Protection failure (SPS setting)
Hydro Quebec 4/18/1988 Communication failure followed by load shedding protection failure
US-West 1/17/1994 Earthquake
Brazil 12/13/1994 Inefficient Protection, loss of synchronism
US-West 12/14/1994 Proper protection operation (overload protection)
Brazil 3/26/1996 Proper protection operation
US-West 7/2/1996 Proper protection operation (gen protection), relay misoperation
US-West 7/3/1996 Relay Misoperation
US-West 8/10/1996 Trees, protection (relay) failure
MAPP, NW Ontario | 6/25/1998 | Lightening trip another 345 kV line followed by proper ovrload protection
San Francisco 12/8/1998 No local protection, topology,delayed remote protection
Brazil 3/11/1999 Proper protection operation ( overload protection )
Brazil 5/16/1999 Inadvertent Protection operation
India 1/2/2001
Rome 6/26/2003 High Load, low generation, reduction in import
US-NE 8/14/2003 Proper protection operation
Denmark/Sweden | 9/23/2003 Switching device breakséséﬁlp;(;:j pprfotfé:g?onn;)peratlon (generator and
Unsuccessful reclosing, Tress, loss of synchronism, dynamic intercaction
el S ’ leading to voltage collapse ’
Croatia 12/1/2003 Protection failure
Greece 7/12/2004 Proper protection operation
Moscow/Russia 5/24/2005 6 lines from HV substation tripped due to faults and overloading




NATURE OF COLLAPSE

Location Date Nature of Collapse
US-NE 11/9/1965 Successive tripping of lines
US-NE 7/13/1977 Successive tripping of lines and generators
France 12/19/1978 Voltage collapse , loss of synchronism
West Coast 12/22/1982 | Successive line tripping from mechanical failure of transmission lines+protection coordination scheme failure
Sweden 12/27/1983 Voltage collapse
Brazil 4/18/1984 Voltage Collapse
Brazil 8/18/1985 Successive tripping of lines and generators
Hydro Quebec 4/18/1988 Succesive tripping of lines and generators
US-West 1/17/1994 Massive loss of Trans Resources
Brazil 12/13/1994 Voltage, frequency collapse
US-West 12/14/1994 Transient Instability, Successive tripping of lines and Voltage collapse
Brazil 3/26/1996 Simultaneous and successive tripping of lines
US-West 7/2/1996 Successive tripping of line, generators and also volatage collapse
US-West 7/3/1996 Voltage collapse
US-West 8/10/1996 Voltage collapse
MAPP, NW Ontario | 6/25/1998 Successive tripping of lines
San Francisco 12/8/1998 Voltage and frequency collapse
Brazil 3/11/1999 Successive tripping of lines
Brazil 5/16/1999 Simultaneous and successive tripping of lines
India 1/2/2001
Rome 6/26/2003 Disconnection to interruptible customers and users
US-NE 8/14/2003 Successive tripping of lines(400), generators(531). Voltage Collapse
Denmark/Sweden | 9/23/2003 Voltage collapse
Italy 9/28/2003 Voltage collapse, Frequency collapse
Croatia 12/1/2003 Voltage collapse
Greece 7/12/2004 Voltage Collapse
Moscow/Russia  [5/24-25/2005 Successive tripping of lines, generators and Voltage collapse




COLLAPSE TIME &
NO. OF SUCCESSIVE

EVENTS

Location Date Collapse time #successive events
US-NE 11/9/1965 13 minutes Many
US-NE 7/13/1977 1 hour Many
France 12/19/1978 | > 30 minutes Many
West Coast 12/22/1982 | few minutes Many
Sweden 12/27/1983 > 1 minute Many
Brazil 4/18/1984 | > 10 minutes Topology
Brazil 8/18/1985 Topology
Hydro Quebec 4/18/1988 < 1minute Many
US-West 1/17/1994 1 minute 3
Brazil 12/13/1994 many
US-West 12/14/1994 substation topology
Brazil 3/26/1996 Topology
US-West 7/2/1996 36 seconds Several
US-West 7/3/1996 > 1 minute | Prevented by fast op. action
US-West 8/10/1996 > 6 minutes Many
MAPP, I.\lW 6/25/1998 >44 minutes substation topology
Ontario
San Francisco 12/8/1998 16 seconds many
Brazil 3/11/1999 30 seconds substation topology
Brazil 5/16/1999 Topology
India 1/2/2001
Rome 6/26/2003
US-NE 8/14/2003 > 1 hour Many
Denmark/Sweden| 9/23/2003 7 minutes Many
Italy 9/28/2003 27 minutes Many
Croatia 12/1/2003 few seconds many
Greece 7/12/2004 14 minutes few
Moscow/Russia | 5/24-25/2005 14 hours Many




Summary of blackout attributes
Impact:

3 of largest 4 blackouts occurred in last 10 years
# of blackouts > 1000 MW doubles every 10 years

Pre-event conditions:

Extreme weather
Extreme conditions
Weakened topology

Triggering events:

Various kinds of N-1 or
N-k (k>1) with fault + nearby protection failure

72



Summary of blackout attributes
Pre-collapse events:

50% involved generation, 95% involved transmission

50% had significant time between initiating & pre-
collapse events

40% Iinvolved proper protection action

Nature of collapse:

Successive tripping of components and/or
Voltage collapse

Collapse time and # of events:

50% were “slow”
60% involved many cascaded (dependent) events *



A few other observations

Weakening conditions: Often a period where multiple
Independent factors finally contributing but not directly
triggering a blackout are accumulated.

Triggering event: Occurrence of a major disturbance
Independent of previous disturbances.

Pre-collapse events: Triggering event and subsequent
events cause power surges, overloads, voltage
problems, resulting in subsequent events, usually with
clear cause—effect relationships between them.

Other: Human error, lack of cooperation &
coordination, inadequate predictive studies and
decision support tools.
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Scenario for 50% of blackouts

1. Weakened conditions: Heavy load, and/or one or
more gen or cct outage possibly followed by
readjustments

2. Initiating event: One or several components trip
because of fault and/or other reasons;

2. Steady-state progression (slow succession):

a. System stressing: heavy loading on lines, xfmrs, units

b. Successive events: Other components trip one by one
with fairly large inter-event time intervals
3.Transient progression in fast succession:
a. Major parts of system go under-frequency and/or
under-voltage.

b. Components begin tripping quickly
c. Uncontrolled islanding and/or voltage collapse
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What can be done?

Unreasonable to claim “never again™; Goal 1s to
reduce frequency, mitigate severity

Addressing cascading transmission failures, NOT
common mode distribution failures (Katrina, Rita)
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Approaches to reduce frequency/severity of high
consequence events

Transmission & generation investment for reliability
Light, but strategic investment

Condition monitoring & strategic maintenance
Automated response: SPS, example from WECC
Automatic islanding

Wide area monitoring, control and protection
Choose the least risky corrective action

Training and preparedness: a new EMS tool
Automated restoration procedures

7



Special Protection Schemes

Wide area schemes to detect abnormal system conditions
Pre-planned, automatic, and corrective actions based on system studies

Restoration of acceptable performance

NERC defined standards of acceptable SPS Performance

B Generator Rejection

"VAR Com 21.60%
Most Common 1800

B | oad Rejection
10.80%

%

“UF Load Shedding
8.20%

Source:

IEEE PSRC, WG C6 report

BSystem Separation
“Wide Area Protection and "HVDC %Ontroli Stabilizers y 6.30% P
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WECC Islanding Scheme

— | (0) fault gecurson 500 kY lines 12. (13) trip NW hydro gen

2. (4) lines are upened 13. (14) open NW 500 kV lines
3. (6) receive signal at San Fran 14. (15) apply 1400 MW brake
2 (1 trip 2 MCal hydro gens 15. (15) drop NW hydro gen

5. (11) open 2 T{C4] 230 KV lines 16. (15) open Ut-Az lines
6. (12) receive signal at 4 Comer 17. (15) open Cal-Nevada lines

7. (12) trip NW hydro gen 18. (15) upen MW-PICal 115 tie

8. (12) receive signal in Nevada 19, (16) trip NW hydro gen

9. (13) trip 2 MCal hydro gens 20, (18) trip Utah gen

10, (13) open MCal 300 kY lines 21. (18) open Ut-Az lines

11, (13) trip pumps in Cal 22.(21) trip hydro gen in NW
—_— P



Cascading outages — the public perceptlon. e
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A New Operator’s Tool:
An Analogy to Air Traffic Control

Without * Collision

Airplanes action
getting too

Normal close to each N .
Stage other Emergency Avoidance Action Collision avoided

Stage by the TCAS

Traffic Alert and Collision Avoidance System

Without *

Unfolding action
Cascading
Normal Event

Stage

Emergency
Stage

Remedial action
by the operator

Large area blackout
avoided

Emergency Response System

www.mitrecaasd.org/work/project_details.cfm?item_id=153



Preventive/corrective action paradigm
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(ERS)
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Failure detection
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Operational approach to blackout mitigation

Preventive control is for “high”-probability events.
Corrective control is for “not-high” probability events.
Blackouts typically result from the latter.

Corrective control: operational solution to blackouts.
Approaches include the following options:
e Actions determined off-line and automated (SPS) or
e Actions determined on-line, in anticipation of event,
to be actuated through operator upon event occurrence
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Operational approach to blackout mitigation

Need a new EMS tool: The Emergency Response System
=>Provides decision support in the face of unfolding events
=>Provides “blackout avoidance” training tool for operators

=» Continuously identifies catastrophic event sequences
together with actions operators can take to mitigate them

= Intelligent selection of triggering events
=>»Uses current or forecasted conditions

=»Based on mid-term (hours) simulation tool
=>Must have protective relaying modeled
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Selection of triggering events

Problem: Identify triggering events to assess

Recall observed triggering events:

Various kinds of N-1 or
N-k (k>1) with fault + nearby protection failure

Strategy: select triggering events based on
substation topology using switch-breaker
data already existing in topology processor

All N-1 events
High-probabllity N-k events: How to do it?
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N-3 Exposure increases from P2 to P when
performing maintenance on a double breaker-
double bus configuration

>
>
NG

(1o) €9
(uo) ¢s
(1o) 29
O—_F
(uo) ¢s
(o) 19
(uo) 1S

BUSBAR-1 BUSBAR-1

#
BUSBAR-2 backup BUSBAR-2 backup
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High-Risk Initiating Events

Definition: A functional group is a group of
components that operate & fail together as a
result of breaker locations within the topology
that interconnects them.

Functional group (FG) decomposition provides
for efficient initiating event identification and
probability computation.

87



Functional group decomposition

RG-4 A'y-1

LN-2 7, 7
SW-1 S\AL
o
! BS-6 2,
I P

.GROUND et

Legend e
BS: Bus Section
BR: Breaker

FG-3
G: Generator

CAP: Capacitor

SW: Switch .
LN: Line

. FG : Functional Group
TR: Trans_former Se G
FG: Functional Group re-1 BR : Breaker




High-Risk Triggering Events

Functional group tripping
Proper relay tripping, may trip multiple components

Fault plus breaker failure to trip
Breaker stuck or protection fail to send the signal to open
Two neighboring functional groups tripped

Inadvertent tripping of two or more components
Inadvertent tripping of backup breaker to a primary fault

Common mode events
Common right of way, common tower.

Any of the above together with independent outage of any
other single component in a selected set
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Requires simulation, storage & retrieval

Bus voltage : a.tion-1- R .
: Redispatch : Action-2:
D ereesnepe s naens ; : Drop load

1.0

0
Initiating event Successive event 1 Successive event 2 :
: Fault+N-3 outage :: Overload and trip of : : Overload and trip
: from stuck breaker ;i @ major transmission : i of 500/345 xfmr.

i lline.

: Root node: Current
: i iti = A2
: operating condition :

Al
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Simulation

Seamless integration with real time information, including
switch-breaker data for automatic initiating event identification
Model full range of dynamics:

Fast dynamics, including generator, excitation, governor

Slow dynamics, including AGC, boiler, thermal loads
Model condition-actuated protection action that trips element

Generator protection: field winding overexcitation, loss of field, loss of
synchronism, overflux, overvoltage, underfrequency, and undervoltage

Transmission protection: impedance, overcurrent backup, out-of-step
Capability of saving & restarting from conditions at any time

Fast, long-term simulation capability:

Simulate both fast and slow dynamics with adaptive time step using
Implicit integration method

Utilize sparsity-based coding
Deployable to multiple CPUs

Intelligence to detect and prevent failures

Our simulator is written in C++ o



Final Comments on Operational Approach
to Blackout Mitigation

Number of major blackouts doubles every 10 years
Various approaches to reduce frequency, mitigate severity
Operators are last line of defense; they need better tools

Preparing operators for rare events is fundamental to
operating engineering systems having catastrophic
potential; it has precedent in air traffic control, nuclear, &
process control.

Described approach is a generalization of already-existing
event-based special protection systems, except here

response continuously developed on-line
actuation is done through a human
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Summary

Traditional security assessment and decision
SOLs and TLRs

Risk-based security assessment and decision
Blackouts

History and attributes
Reducing frequency and mitigating severity

An operational approach (the last line of defense)
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Cascading outages — the public perception....
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